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The problem

Source FreedomDynamics, February 2007

To what degree do you consider
these specific risks during business planning ?
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Regulatory Compliance Jungle

… regulatory compliance should not be the only driver
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The Question
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Italtel Highlights
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Highlights
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Business Critical Services

Business Service

Availability

and Performance

� Network Service Operation supports 
domestic and international Customers to 
startup and maintain operational activity
on their Telecommunication Networks , 
ensuring high availability of customer 
mission critical infrastructures and 
applications.

� Security Service Operation supports 
Customers in monitoring and management
activities on security infrastructures
(Firewall, IDS, VPN) through a wide set of 
services based upon a proactive approach
and a dedicated operational structure .

SLA

Security
Requirements

H
24
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Business Critical Numbers
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Risk Management : relationship matrix
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Risk Management : from theory to practical

IT Systems
Servers

Databases
Network 

Infrastructure

Business
Processes
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Unauthorized Access
Data / Laptop Theft

Virus
Denial of Service
System Downtime

Fraud

Business Loss
Competitiveness Loss

Market Position 
Financial Loss

FOCUS ON THREATS
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Italtel Experience – A route to ISO/IEC 27001 

2003 2004 2005 2006 2007

Certification acquired
based on 

BS7799-2:2002
specification

Certification renewal
(BS7799-2:2002)

with support services
extension

Project Startup to Italtel / 
ONE-ANS integration in 

Managed Services
Certification renewal

Project Startup to BS7799-2 
Italtel certification
I.S.M.S. Definition

Objectives, Organization
And Team Definition

Certification acquired
based on 

ISO/IEC 27001:2005 
specification
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The approach
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FOCUS ON

Confidentiality

Integrity

Availability
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The process

������� ��������������� ��������

,-����
������9�������

,-����
������9�������

����� )�9������������ )�9�������

�
��������������
��������

�
��������������
��������

(�
��������
���
������9�������

(�
��������
���
������9�������

Process and subprocess in organization are described. 
Business critical for company mission are identified.

A mapping is created between each process and a 
set of systems , applications and infrastructure used

in the process, data required to complete it and 
human resources involved in it.

Analysis and classification of threats to which assets
are exposed in organization.

Specific mapping on CIA for each process is performed.

For each process defines the impact on business : it
describes the relationship between the “value” of the 

process / data and the “sensitivity” level in terms of CIA. 

���������� ����

Enforcement criteria definition and implementation
directives to address security requirements against

potential threats and known vulnerabilities
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Process and asset description - Methodology
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PEOPLEPHYSICAL 
INFRASTRUCTURE

NETWORK
INFRASTRUCTURE

SYSTEMSAPPLICATIONSDATA

ASSETSPROCESS / 
SERVICE
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Risk Factor and Business Impact

Antivirus 
Service

more

< 1 week0MarginalGeneral StructureMarginal

< 48h< 100 KLittle influentControl StructureLittle influent

< 24hx100-500 KInfluentSupport mngtInfluent

x< 4h500-1.000 KxDegenerativexSupport missionxRelevant

Infrastructural 
service to 

support core 
business

0> 1.000 KDisruptiveCompany missionDeterminant

Internet 
Access

WAN 
Connectivity

LAN
Connectivity

NotesTOLERANCEFINANCIAL
IMPACT

OPERATIONAL 
IMPACT

SCOPERELEVANCEPROCESS
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Risk Distribution – A snapshot
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I.S.M.S. : Italtel Numbers

� Organization

� I.S.M.S. Forum : Board and Top Management

� Operative Team : all involved departments represented

� 18 Resources involved

� 7 Departments involved

� HR, Security, Quality, ICT, Facility Management

� Network Service Operation, Security Service Operation

� 50 Processes / Sub-processes analyzed

� 20 IT Services evaluated, all Sites covered

� Methodology and tools

� CRAMM, SSM (Security Scalable Model)
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From Risk Management to Business Continuity

FOCUS ON

Confidentiality

Integrity

Availability

Business activity that can
define the strategic and 

operational framework to
review the way your

organization provides its
products and services

and increases its resilience
to disruption, 

interruption or loss.
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Italtel BCP Application
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BCP Approach
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Network 
Service

Operation

Security
Service

Operation

ICT
Department

Corporate

Service
Security Policy

Service
Security Policy

resource critical process

Service
Security Policy

Service
Security Policy

ICT 
Security Policy

ICT 
Security Policy

Corporate
Security

Policy

Corporate
Security

Policy

Local BCP Local BCP IT Service
Continuity Plan Corporate BCP
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Assessment

Monitoring and 
management

Business Impact 
Analysis

Build, Integrate 
and Implement

A process in “continuum”

Periodic risk assessment or 
on business process
changes : asset – process
mapping activity

Revision of impact on 
Confidentiality, Integrity and 
Availability

Quantitative corporate
informations used in input to
new assessment

Real cases and statistics used.
Corporate statistics database 
creation.

New enforcement applied in 
BCP according to corporate
budget.

New steps implementation
in Risk Treatment Plan

Incident monitoring and
classification

KPI “security-oriented”
definition. 
Countermeasures
effectiveness indicators.

Reporting to Board
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Lesson Learned

� Risk Awareness

� Investment Effectiveness and 

Efficiency 

� Board commitment and 

involvement

� Organization first

� Simpler is better

� Security in depth

� People



23 Florence - October 11, 2007
Valerio Minero:
BC & RM approach to highly critical services in Telco environment: an experience


